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MWHUCTEPCTBO OGPA30BAHUA U HAYKU POCCUACKOWU ®EOEPALIMUA
OENAPTAMEHT FrOCYOAPCTBEHHOM NOJIMTUKU B COEPE OBLLENO OGPA30BAHUA
NMNCbMO

OT 14 MAA 2018 TOOA N 08-1184

O HAMPABJNIEHUN NHO®OPMALIUUA
[enapTtameHT rocygapcTBeHHOM MonuTUKM B cdepe obwero obpasoBaHusa MuHoGpHaykm Poccum HanpaenseT and
cBefeHua paspaboTaHHble BpemeHHon komuccmen Coseta Pegepauum no pasBuTUO  MHAOPMaUMOHHOrO obLiecTBa
MeToauYeckMe pekoMeHOauun O pasMeLlleHUn Ha MHEOPMALMOHHBIX CTeHAaX, oduuManbHbIX MHTEPHET-canTax U ApYrux

MHOPMALIMOHHbIX pecypcax oblleobpasoBaTenbHbiX OpraHnM3aumMi 1M OpraHoB, OCYLUECTBAAWLLMX YrpaBlieHMe B cdepe
obpasoBaHus, MHdhopMaLnm 0 6e3onacHoM NoBeAEHUU N Ucnonb3oBaHun cetu "MIHTepHeT".

OunpekTop [lenaptameHTa
A.E.MeTpos

MNMpunoxeHue

METOOMYECKWUE PEKOMEHOALWN O PASMEWWEHNA HA AH®OPMALIMOHHbIX CTEHAOAX,
O®PULMATBHbBIX UHTEPHET-CAUTAX U APYITUX UHOOPMALIMOHHbIX PECYPCAX
OBLLUEOBPA3O0OBATENbHbIX OPFTAHU3ALIUA N OPTAHOB, OCYLLECTBNAIOWUX YNPABIIEHUE B COEPE
OBPA30BAHUA, UH®OPMALIUKN O BE3OINACHOM NOBEOEHNU U UCMOJIb3OBAHUU CETU "MHTEPHET"

Okcneptamn M udneHamyn BpemeHHon komuccum CoseTa degepaumm NO pasBUTUO UHEGOPMAaLMOHHOIO obLlecTBa B
paMKax BbIMOJIHEHNUS PEKOMEHAAUMI MapramMeHTCKMX chnywaHuin "AkTyanbHble BOMpockbl obecneveHuns Be3onacHocTM U
pasBMTUA AeTer B MHOPMaLMOHHOM npocTpaHcTBe", KoTopble npownin B CoseTte ®epnepaumm 17 anpensa 2017 r, 6binu
pa3paboTaHbl METOANYECKNE PEKOMEHAALMUN O pa3MeLLEeHUN Ha UHAOPMALIMOHHBIX CTeHAaX, ouLManbHbIX UHTEPHET-CanTax
N OpYrUx MHAOPMaLMOHHBIX pecypcax oblieobpas3oBaTernbHbIX OpraHn3auui U OpraHoB, OCYLLECTBMSANWMX ynpaBrieHue B
cthepe obpasoBaHus, UHpopMaumMm 0 Ge3onacHOM NOBEAEHMU U UCMONb3oBaHMKM ceTn "MHTepHeT" (qanee - meToanyeckue
pekoMmeHgaumm).

MeToaouyeckme pekomeHOaUMM HanpaBrieHbl Ha KAYeCTBEHHOE MOBbILUEHWE YPOBHSA MHGOPMALMOHHOW OEeSTENnbHOCTU
obLeobpa3oBaTenbHbIX OpraHM3auuii M OpraHoB, OCYLLECTBMSOWMX YynpaBrneHne B cdepe obpas3oBaHus, B 4acTu
WHPOPMMPOBaAHUS yYaLLUXCs, UX poauTenen (3akoHHbIX MpeacTaBuTeNnen) M negarorndecknx paboTHMKOB 06 OCHOBHbIX
acnekTax uHcpopmaLlmoHHon 6e3onacHocTu.

MeTogouyeckme pekomeHgauuMu Mo3BonAT obuweobpasoBaTenbHbIM OpraHM3auusiMm U OpraHam, OCYLLECTBSIOWMM
ynpaereHune B ccpepe o6pa3oBaHusl, akTyanmM3npoBaTb YXe UCMomb3yemble U pa3MeLleHHble MHOPMaLMOHHbIE MaTepuarns,
TaK ¥ NOAroTOBUTL UX B Cllyvae UX OTCYTCTBUSI C yHETOM NyYLUMX NPAKTUK 1 PEKOMEHOALMIA.

B pamkax MeTogM4ecKknx pekoMeHAaL i paccmaTpmuBaoTCs criefyoLmne NHCTPYMEHTbI:

1. MHpOPMALMOHHbIE CTEHADI;

2. odmumanbHble UHTEPHET-PECYPCHI;

3. cpeacTBa MaccoBow MHGOPMaLMK (LLKOMbHbIE ra3eTbl, Negarornyeckue n3gaHusa u gpyrve).

MHPOPMALUOHHbLIE CTEHObI

Ha I/IH(*)OpMaLI,I/IOHHbIX CcTeHOax B o6u.|,eo6pasoBaTeanb|x opraHnsauunsax, pacrnosioXXeHHbIX B d30|7|e y‘-lpe)K,D,eHVIIZ n B
Ka6I/IHeTaX, OCHalWleHHbIX nepcoHallbHbIMU yCTpOIZCTBaMVI Aana BbiXoga B CETb "MHTepHeT", pekomMmeHaoyeTca pa3MecTuUTb
I/IHdZ)OpMaLI,VIOHHbIe NnaMATKn, cogepxalme oCHOBHbIE COBETLI MO obecneyeHunto I/IHd)OpMaLI,I/IOHHOI;I ©esonacHocTn ydqalnxc4.

B NpUoXXeHum N 1 kK meToamyeckum pekoMeHaaLmamMm npeancrtaBlieH o6paseu, naMATKM Ona  pasMelleHna Ha
I/IHdZ)OpMaLI,VIOHHbIX cTeHaax.

CPEOCTBA MACCOBOW UH®OPMALIMU

B cpeacrtBax maccoBov MHOpMaLUM, OPUEHTUPOBAHHBIX Ha ODyYalLUXCsl, peKOMEHAYeTCs B TedeHue y4yebHoro roga
perynspHo nybnuMkoBaTb WH(OPMALMOHHbIE MaTepuanbl, MNOCBSLIEHHbIE OTAEeNbHbIM —acnektam WHEPOPMALMOHHON
6e30nacHOCTH, a Takke pasnuyHble NamATKU OOLLEro xapakrepa.

B cpenctBax MaccoBow WHGOPMAaLMM, OPUEHTUMPOBAHHBLIX Ha Mefarormyeckyld OOLLEeCTBEHHOCTb, PEKOMEHAYyeTCs B
TeYyeHne kaneHgapHoro roga perynspHo nyonukoBaTe MH(OPMALMOHHbIE MaTepuarnsl, NOCBSLLEHHbIE OTAENbHbIM acrnekTam
MHGOPMAaLIMOHHON 6e30MacHOCTU KaK HECOBEPLLEHHONETHMX, Tak U 0bLeobpa3oBaTenbHbIX OpraHM3aunii, a Takke pasnnyHble
namMmsaTkM, 0630pbl HOPMATUBHO-NPABOBOIO PErynMpoBaHnst AaHHOW cdpepbl M MHPOPMALIMIO O aKTyarnbHbIX MEpPONpUATUAX U
co0bITMAX B JaHHON cdhepe.

B xome nposegeHus EpuHoro ypoka no ©6e3onacHoct B ceTtu "VIHTEpHeT" pekomeHayeTcsi ob6ecneyntb BbiMycK
TemMaTM4yeckoro BbIMyCka CpeacTBa MacCoBOM WHdopmauuMm numbo cepum nybnukauun, cpegu KOTOPbIX PacCMOTPETb
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OpraHvM3oBaHHble MeponpusaTUS AN 0ByvalolmMxcs, WX poauTenein (3akoHHbIX NpeacTaBuTeneit) M neaarornyeckon

06LLEeCTBEHHOCTY.
OPULMANBbHbLIE UHTEPHET-PECYPCbI

[okymeHT coxpaHeH ¢ noptana docs.cntd.ru — anekTpoHHoro oHaa us 6onee 25 000 000 HopMaTMBHO-NPABOBLIX Y HOPMATUBHO-TEXHUYECKUX
[OKYMEHTOB


http://docs.cntd.ru/

O HanpasneHun nHgpopmMauum Crtpanuua 3
lMucbemo MuHucmepcmea obpa3osaHusi u Hayku Poccutickoll ®edepayuu om 14 masi 2018 e. Ne 08-1184
O6wweobpasoBaTenbHbiM ~ OpraHM3aumMsaM  pekoMeHayeTcsa Ha CcBoux odmumanbHbix  UMHTepHeT-pecypcax obecneunTtb  QYHKUMOHUPOBAHWE  CaMOCTOSATENBbHOTO U

cneumanuavpoBaHHoro pasgena "MHdgopmaLlmnoHHas 6e30MacHOCTL", B paMmkax KOTOPOoro npeaycMoTpeTb pasMelleHre crieqytolein nHdopmaumm:

N Pasgen/noapasgen dopmaT npencraBneHuns CopepxaHne maTepuanos
MaTepuanos
1. JlokanbHble Konuu fokymeHTOB B Pa3mellaoTca konum 4OKYMEHTOB, T.€.
HOpPMaTMBHbIE aKTbl B dopmate *PDF CKaHUPOBaHHbIV BapuaHT JOKYMEHTa,
cdhepe obecneyeHns COOTBETCTBYHLLNIA TPeOOBAHUAM K
MHOPMaLIMOHHOM napameTpam ckaHupoBaHus. Pasamelyatotca
©e3onacHocTn OOKYMEHTbI, pernameHTupyoLime
obyuvatoLmxcs opraHusaumio n paboTy ¢ nepcoHanbHbIMK
OaHHbIMUY, NNIaHbl MEPONPUATUIA MO
obecnevyeHno MHOPMaLIMOHHON
B6e3onacHOCTM 0by4YaloLLMXCS 1 Opyrue.
2. | HopmaTtusHOoe Konun nokymeHTOB B My6nukytoTCca akTyanbHble CBEAEHUS O
perynupoBaHue dopmate *PDF denepanbHbIX U perMoHarnbHbIX 3aKoHax,
nMcbMax OpraHoB BNacTu U apyrue
HOPMaTUBHO-NPaBOBbLIE JOKYMEHTHI,
pernameHTupytowime obecneveHne
MHpopMaLmMOoHHON 6e3onacHoCTU
HecoBepLUEeHHOMNEeTHUX. [lonyckaeTcs BMECTO
KOMMWI pasmeLlaTtb rMnepccbisiki Ha
COOTBETCTBYIOLLME JOKYMEHTBI HAa canTax
OpraHoB rocyJapCTBEHHON BracTu.
3. Meparornyeckum TeKkcT Ha cTpaHuue canta | PaamellaloTca MeToAMYECKNE peKoOMeHaaumnn
paboTHMKam Konun pokymeHTOB B N yKasblBaeTCca MHopMauns o
dopmate *PDF MepOonpuUATUSAX, MPOEKTax N nporpamMmmax,
HanpaBneHHbIX Ha NOBbLILLEHWE
MHOPMAaLIMOHHOW rPamMOTHOCTHU
negarormyecknx paboTHMKOB.
4. Obyvarowumcs TekcT Ha cTpaHuue canta | PasmeluaeTtcs nHdopmaumoHHas namarka
(npunoxenve N 2) n ykasbiBaeTcs
MHpopMaLnsi 0 MEPONPUATUSIX, MPOEKTax U
nporpaMmmax, HarnpaerneHHbIX Ha NOBbILLEHNE
MHOPMALIMOHHOW rPamMOTHOCTH
obyyvarowmxcs.
5. Pogutensam (3akoHHbIM TekcT Ha cTpaHuue canTa PasmeluaeTca nHpopmaumoHHast namaTka
npeacraBuTensam) (npunoxexvie N 3).
obyuvatomxcs
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Crtpanuvua 4

6. | detckme 6e3onacHble
canTbl

TekcT Ha cTpaHuue canTa

Pasmeluaetca nHgpopmaums o
peKOMeHAYEMbIX K MCMOMb30BaHMUIO B
y4yebHOM npouecce 6e3onacHbIx canTax,
©aHHepbl 6e30nacHbIX AETCKUX CanToB.
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OpraHam, ocyLecTBNSKLWNM yrnpaBrneHne B cepe obpasoBaHUs, peKOMeHAyeTCca Ha CBouX odumumanbHblX MHTepHeT-
pecypcax obecneuntb (YHKLMOHMPOBaAHNE CaMOCTOATENBbHOIO M chneunanuanpoBaHHoOro pasgena "WMHdgopmaumoHHas
6e3onacHOCTL", B paMKkax KOTOPOro NpeaycMoTpeTb pasMeLleHne cnegyroLen nHdpopmauun:

MpunoxeHue N 1

NAMATKA NS OBYYAIOLWMXCA OB UHOOPMALIMOHHOW BE3ONACHOCTU OETEN

HENb3A
1. Bcem nogpsig coobLiaTh CBOK YacTHY MHAOpMaLuuio (HacToswwme ums, oamunuio, TenedoH, agpec, HoMep LUKOrbI, a
Takke doTorpadmm cBou, CBOEN CeEMbU 1 Opy3ent);
2. OTKpbIBaTb BMOXEHHbIE (parinbl 3NIEKTPOHHOW MOYTbI, KOrda He 3HaeLlb OTNpaBuUTens;
3. MpybuTh, NpuanpaTbCcs, oKa3biBaTb AaBIEHNE - BECTU Ce0S HEBEXITMBO M arpeCcCUBHO;
4. He pacnopsikaincsa geHbraMmum TBoew ceMbi 6e3 paspeLleHns cTaplumx - Bcerga crnpallvBan poauTene;
5. He BcTpevalics ¢ HTepHeT-3HaKoOMbIMU B pearibHOW XMU3HU - MOCOBETYNCS CO B3POCHbIM, KOTOPOMY AOBepSieLUb.
OCTOPOXHO
1. He Bce nuwwyT npaeay. Yutaews o cebe HenpaBay B VIHTepHeTe - coobLm 06 STOM CBOUM POAUTENSAM UMM OMNEKYHaM;
2. MpurnawarT nepennceiBaTbCsl, UrpaTb, 0OMEHMBATBLCS - MPOBEPb, HET NU NOABOXA;
3. HesakoHHOe KonvpoBaHue gainnos B VIHTepHeTe - BOPOBCTBO;
4. Bcerpa pacckasbiBai B3pocrbiM 0 Npobnemax B CeTU - OHU BCcerga noMoryT;
5. Wcnonb3ynm HacTporikum ©6e30MacHOCTM U MPUBATHOCTM, YTOObI HE MOTEpPSiTb CBOWM aKKayHTbl B COLCETSIX W OPYrux
noprtanax.
MOXHO
1. YBaxan apyrux nonb3oBaTenen;
2. MNonbayelbca UHTEPHET-UCTOYHUKOM - [ierial CCbIfiKy Ha Hero;
3. OTkpbIBal TONBKO TE CCbIMKK, B KOTOPbLIX YBEPEH;
4. O6LWaTbCs 3a MOMOLLbIO B3POCHbIM - POAUTENU, ONEKYHbI 1 aOMUHUCTPaLUUsi CauToB BCerga noMoryT;
5. Mpowan oby4eHune Ha canTte "CeTeBUYOK" 1 MONy4M NacnopT LMGPOBOro rpaxgaHnHa!
MpunoxeHue N 2

MHPOPMALIMOHHAA NAMATKA A5 OBYYHAKOLWNXCA ansd PASMELLEHUA HA OPULIMATIBHBIX
MHTEPHET-PECYPCAX

C KaxgblM rogoM MOSoAEXM B MHTEPHETE CTaHOBUTCS Gorblue, a LKOMbHUKL OOHM U3 CaMblX akTUBHbIX NOMb3oBaTenew
PyHeTa. Mexay Tem, NOMUMO OrPOMHOIO KONMYECTBA BO3MOXHOCTEMN, UHTEPHET HECeT M npobnembl. ATa NamsiTka LOSKHA
nomoyb Te6e 6e3onacHo HaxXoaMUTLCSA B CETU.

KomnbloTepHble BUpPYChbI

KoMnbloTEPHBI BUMPYC - 3TO Pa3HOBUOHOCTb KOMMBIOTEPHBLIX NPOrpaMM, OTNUYUTENBHON OCOBEHHOCTBIO KOTOPOW
ABMSIETCA CNOCOBHOCTL K pa3aMHOXEHMI0. B gononHeHne kK 3ToMy, BUPYCbl MOTYyT NOBPeAnTb UK NOSIHOCTLIO YHUYTOXWTL BCE
arnbl U AaHHbIE, MOOKOHTPOMbHLIE MOMb30BATENO, OT UMEHU KOTOPOro Gbina 3anyLieHa 3apaxeHHasi mporpaMma, a Takke
noBpeauTb UMM JaXe YHWUYTOXWTbL OMepaumoHHYyl cuctemy co Bcemu chavnamu B uenom. B GonblmHCTBE cryyaes
pacnpoCTPaHsItOTCA BUPYChbl YEPE3 MHTEPHET.

MeTogbl 3aWuUTbl OT BPEAOHOCHLIX MPOrpamm:

1. Vcnonb3yih COBpEMEHHbIE OMnepauMOHHbIE CUCTEMbI, MMEIOLLME CEepbe3HbIl YPOBEHb 3aliuTbl OT BPEAOHOCHbIX
nporpamm;

2. TlocTosiHHO YycTaHaBnuBal navtu (UMdppoBble 3annaTtky, KOTOpble aBTOMATUYECKM YCTaHaBMMBAKTCS C LEMb
[opaboTku nporpammel) U gpyrme obHOBMEHMS CBOEW OnepaunoHHOW cuctembl. CkadmBam UX TOMbKO € odbuLmManbHOro canTa
paspabotunka OC. Ecnu cyliecTByeT pexxum aBTOMaTU4eCKoro 0GHOBMNEHWS, BKIHOYN €rO;

3. PaboTtan Ha cBoeM KOMMbOTEPE NOA NpaBaMu MOMb30BaTENs, a HE aAMUHUCTPaTopa. OTO He MO3BOMNUT GONbLUNHCTBY
BPEAOHOCHbIX NPOrpamMM MHCTannMpoBaTLCS HA TBOEM MEPCOHaNbHOM KOMMbIOTEPE;

4. Vicnonb3yn aHTUBUPYCHbIE MPOrpaMMHble NPOAYKTbI U3BECTHLIX MPOM3BOAUTENEN, C aBTOMATUYECKMM OOHOBIEHMEM
6a3s;

5. OrpaHunyb hranyecknii JOCTYN K KOMMNbIOTEPY AN NOCTOPOHHMX NNLL;

6. Vicnonb3yw BHelHWE HocuTenu WuHdOpMaUMKU, Takme Kak drewka, AUCK WUnu ¢ann U3 WHTEPHETa, TOMbKO U3
NPOBEPEHHbIX MCTOYHUKOB;

7. He oTkpbIBali KOMMNbIOTEPHbIE (hainbl, MONYyYEHHbIE U3 HEHAOEXHbIX UCTOYHMKOB. [axe Te chaiinbl, KoTopble npucnan
TBOW 3HAKOMBIW. Jly4lle yTOYHWU y HEro, OTMNPaBIss N OH Tebe nx.

Cetn WI-FI

Wi-Fi - aT0 He BMA nepefayv AaHHbIX, HE TEXHOMOIMS, a Bcero nuwb 6peHa, mapka. Ewe B 1991 rogy HuaepnaHackas
KoMnaHus 3apernctpupoBana 6peng "WECA", yto obo3Havano crnosocoveTaHne "Wireless Fidelity", koTopbin nepeBogmTca
Kak "6ecnpoBofHas TO4YHOCTL".

[o Hawero BpemeHn gowrna gpyras abbpeBmnartypa, koTopasi ABMASETCA TakoW e TexHonormen. 3to abbpesumatypa "Wi-
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Fi". Takoe HasBaHuWe ObINO A4aHO C HAMEKOM Ha CTaHAApT Bbicllen 3ByKoBOM TexHuku Hi-Fi, 4yTo B nepeBoge o3HadvaeT
"BblCOKas TOYHOCTL".

Oa, G6ecnnaTtHbll WHTEpHET-4OCTYNn B kadhe, oTensdAx v asponoprax SABMSETCS OTMMYHON BO3MOXHOCTbIO BbiXxOAa B
NMHTepHeT. Ho MHorne akcnepTbl cunTaroT, 4To 0bwenoctynHble Wi-Fi ceTn He aBnstoTca 6e3onacHbIMM.

CoBeTbl N0 6e3onacHocTn paboTbl B 06LeocTynHbIxX ceTax Wi-fi:

1. He nepepaBan cBoOw nnYHY MHopMmaumio Yepes obuwenoctynHoele Wi-Fi cetn. PaboTtas B HuX, XenaTenbHoO He
BBOAWTbL Maponu AOCTyNa, NOrMHbI U Kakue-To HoMepa;

2. Vcnonb3yin n oGHOBNSA aHTMBUPYCHbIE NporpamMmmbl MU 6paHamayep. Tem cambiM Tbl o6e3onacuilb cebs OT 3akayku
BMpYCa Ha TBOe YCTPOWCTBO;

3. MNpwu ucnonbsosaHun Wi-Fi oTkntoum pyHkumio "O6wmi goctyn Kk painam n npuHtepam". [laHHasa yHKUMS 3aKkpbiTa No
YMOMYaHu1Io, 0AHaKO HEKOTOpPbIe Nofb3oBaTeny akTUBMPYIOT ee Ans yaobcTBa ncnonb3oBaHuns B pabote unu yyebe;

4. He ucnonb3yn nybnuunein WI-FI ons nepegaym nuyHbIX AaHHbIX, Hanpumep A8 BbiXxoda B coumaribHble CeTn unm B
3NEKTPOHHYIO MOYTY;

5. Ncnonb3yn Tonbko 3awmiieHHoe coeanHeHme vyepes HTTPS, a He HTTP, T.e. npn Habope BeG-aapeca BBOAN UMEHHO
"https://";

6. B mobunbHom TenedoHe oTknoumn pyHkumio "lMogkntoderHme k Wi-Fi aBTomatudeckn". He gonyckan aBToMaTU4E€CKOro
noaknoyeHns yctponctea k cetam Wi-Fi 6e3 TBoero cornacus.

CouuanbHble ceTn

CoumanbHble ceT akTUBHO BXOOAT B HaLUy XWU3Hb, MHOTME MoAM paboTaloT U XUBYT TaM NOCTOAHHO, a B Facebook yxe
3aperucTpupoBaH MUNNuapg YenoBek, YTO SIBNAETCA OAHOW ceabMOW BCeX XuTenewn nnaHeTbl. MHorme nonb3oBaTenu He
MOHUMAIOT, YTO MHpOpMaLIMSA, pasMeLLleHHasi UMW B CoLMarnbHbIX CEeTSX, MOXeT ObiTb HangeHa u UCnonb3oBaHa KeM yroaHo, B
TOM ymcne He 06sa3aTensbHO ¢ 6narMmMmn HamepeHAMN.

OcHoBHble coBeTbl M0 6e30MacHOCTU B coumarnbHbIX CETAX:

1. OrpaHuyb cnmcok apysein. Y Tebs B Apy3baxX He AOMMKHO OblTb CryYarHbIX U HE3HAKOMbIX NioAew;

2. 3awumiLan cBo YacTHYIO XM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, AaTy TBOEro POXAEHUS U OPYryO NINYHYIO
NHdOpMaLMIo. 3rOoyMbILLNIEHHMKM MOTYT UCMNOMb30BaTh Aaxe MHAOpPMauulo O TOM, Kak Tbl MU TBOM pPOAWUTENU NnaHupyeTte
NPOBECTN KaHUKYbl;

3. awwmiLan cBoto penyTaLuio - 4epXu ee B YNCTOTe 1 3agasan cebe Bonpoc: xoTen Bkl Tbl, UTOObLI Apyrne nonb3oBaTenu
BUAENW, YTO Thl 3arpyxaelb? Nogyman, npexae Yyem YTo-To onybnunkoBaTb, HaNUCaTb U 3arpys3unTb;

4. Ecnn Tbl roBopullb C MOAbMU, KOTOPbIX He 3Haelb, He WCMONb3yW CBOE pearnbHOE MMS W OPYrylo fUYHYIO
MHGOPMAaLIMK: UMSI, MECTO XUTEeNbCTBa, MECTO y4ebbl 1 npoyee;

5. N3beran pasmelleHus coTorpacpun B HTepHeTe, rae Tbl u3obpaxkeH Ha MECTHOCTU, MO KOTOPOW MOXHO onpeaenuTb
TBOE MECTOMONOXEHME;

6. MNpwn peructpaumm B coumanbHON CeTU HEOBXOOUMO MCNOMNb30BaTh CMOXHbIE Naponu, coctosmne n3 Byks U LUdp 1 C
KONM4eCTBOM 3HAKOB He MeHee 8;

7. Ona coumanbHOW ceTn, MOYTbl M APYrMx CanmToB HeobGXOoOUMO WCMONb3oBaTb pasHble naponu. Torda ecnu Tebs
B3M1OMatoT, TO 3MOYMBILLIIEHHWKM Nony4aT AOCTYN TOMNbKO K OAHOMY MECTY, a He BO BCe cpasy.

OneKTPOHHbIE AeHbIN

OneKTPOHHble AeHbrM - 3TO OYeHb YAOOGHbIN crnocob nnaTtexen, OOHAKO CYLLECTBYHT MOLUEHHWKW, KOTOpble XOTAT
NONy4YnTb 3TN AEHbIN.

OneKTPOHHble AEeHbMU NOSBUNNCE COBCEM HEeOAaBHO M MMEHHO M3-3a 3TOr0 BO MHOMMX rocyfapcrBax [0 CUX MOp He
NPONMCaHo MPo HUX B 3aKOHaXx.

B Poccun xe OHM (PYHKUMOHMPYIOT M O HUX YXXe MPOMMCaHO B 3aKOHe, rae WX pasgensioT Ha HEeCKONbKo BWAOB -
@HOHVUMHbIE N HE aHOHMMHbIe. Pa3Huua B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX paspeluaeTcs NpoBoAUTbL onepaumm 6e3
naeHTudmrKaLmMm nonbL3oBaTens, a B HeaHOHNMHbIX MAeHTUdMKaLMA NonNb3oBaTens ABnseTcs obs3aTenbHON.

Takke cnefyeT pasnuyatb 3MeKTPOHHble uaTHble AeHbrM (paBHbl rOCYAapCTBEHHbIM BarnioTamM) W 3NEKTPOHHbIe
HedunaTHble AeHbMM (He paBHbl rOCY4apCTBEHHbIM BarntoTam).

OcHoBHble coBeTbl Mo 6e3onacHon paboTe € ANEKTPOHHBbIMU AeHbramu:

1. TNpuBs>KM K cHeTy MOOMMbHBLIA TenedoH. ATo caMbii YAOOHbIN M ObICTPLIN CNOCO6 BOCCTAHOBUTL AOCTYM K CYETY.
MpuBasaHHbIN TenedoH MNOMOXeT, ecnu 3abydellb CBOWM NNaTeXHbI Maponb WNW 3anfelb Ha CalnT C He3HaKoMOoro
YCTPOMUCTBA;

2. Wcnonb3yn opgHopasoBble naponu. lNMocne nepexoda Ha ycuneHHyilo aBTopusauuio Tebe yxe He ByaeTt yrpoxaTb
ONacHOCTb KPaxu Unun nepexesaTta NNaTexHoro napons;

3. Bbibepu crnoxHbin naponb. NpectynHukam 6yaeT He MPOCTO yragaTb CROXHbLIM Naponb. HagexHble naponu - 3T1o
naponu, KoTopble cogepxaT He MeHee 8 3HaKOB W BKMOYAKOT B cebs CTpoYHbIe N NponucHble ByKBbI, LMAPbI U HECKOMBbKO
CUMBOJIOB, TaKWe kak 3HaK gonnapa, yHTa, BOCKNMuaTenbHbIi 3Hak 1 T.M. Hanpumep, $tRONg!;;

4. He BBOOM CBOM NNYHbIE AaHHbIE HA CarTax, KOTOPbIM He JoBepseLlb.

OneKkTpoHHas no4rta

OneKkTpOoHHasi mnoyTa - 3TO TEXHONOrns U npefocTaBnseMble €l YCnyrn Mo Mnepechiike U MNOMyYeHWMo 3MeKTPOHHbIX
CoODbLLEeHNA, KOTopble pacnpeaensioTcs B KOMMbOTEpHOM ceTu. OOBbIMHO SMEKTPOHHBLIN MOYTOBbLIA  SAWMK BbIrMAAUT
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crnefyloLwmMm obpasom: UMs_nonb3oBaTena@umsa_aoMeHa. Takke Kpome nepegayun npocToro TekcTa, UMeeTcsl BO3MOXHOCTb
nepenasaTtb hanneol.

OcHoBHble coBeTbl Mo 6e3onacHon paboTe ¢ ANEeKTPOHHOW NOYTON:

1. Hapo BbIGpaTh NpaBurbHbIN NOYTOBLIN CepBUC. B MHTepHeTe ecTb OorpoMHbIN BbIGop BecnnaTHbIX NOYTOBLIX CEPBUCOB,
O[lHaKO Nnyu4lle A0BepPATb TeM, KOro 3Haellb U KTO NepPBbIA B PENTUHTE;

2. He ykasbiBa B NMYHOWM MNOYTE NUYHYK MHGopmauuio. Hanpumep, nyduwe BbibpaTh "My3blkanbHbI_aHaT@" wnnn
"pok2013" BmecTO "Temal3";

3. Vcnonb3yn aByxaTanHylo aBTopu3aumio. To Korga NoM1UMo napons Hy>HO BBOAWUTb KOA, npuckinaemMbii no SMS;

4. Bbibepu cnoxHbii naponb. Ong kaxgoro noyTtoBOro slnka AOrmkeH OblTb CBOW HaAeXHbIW, YCTONYMBBIN K B3NIOMY
napone;

5. Ecnn ecTb BO3MOXHOCTb HanucaTb CaMOMy CBOM JIUYHbIA BONPOC, UCMOMNb3YN 3TY BO3MOXHOCTb;

6. Ncnonb3yn HecKonbKo NOYTOBbLIX ALWMKOB. [epBbi ANs YacTHOW nepenucku ¢ agpecaTaMu, KOTopbiM Tbl JOBEpSeLlb.
OTO 9NeKTPOHHbIN aapec He Hao UCNOoNb3oBaTb NPU perucTpaumm Ha opymax 1 canTax;

7. He oTkpblBan avnbl U Apyrue BNOXeHUs B NUCbMax, AaXe eCriu OHW MPULLNKM OT TBOMX Apy3en. Jlyylle yTOUHN y HUX,
OTNpaBnsanu nu oHn Tebe aTn dawnnel;

8. MNMocne okoH4YaHMA paboTbl HA NOYTOBOM CEpPBUCE NEPES 3aKpbITUEM BKNaAKM C CanToM He 3abyab HaxaTtb Ha "Bbintn".

Kn6epOynnuHr unm BupTyanbHoe usgeBaTesibCTBO

KubepbynnuHr - npecnegosaHue coobLLeHUs MUK, codepXalmmmn ockopbrneHus, arpeccuio, 3anyrmBaHue; XynuraHcTBo;
coumnanbHoe 6ONKOTUPOBAHUE C MOMOLLIbIO Pa3NNYHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ KMBePOYNNNHIOM:

1. He 6pocancsa B 6oi. Jlyywmnin cnocob: nocoBeToBaThbCs Kak cebs BECTU M, €CNN HET TOro, K KOMY MOXHO 06paTuTbCs, TO
BHayarne ycnokoutbcs. Ecnn Tbl HauyHelb oTBeYaTb OCKOPOMEeHNsMM Ha OckopbrneHusl, TO TOMNbKO eLle Bonblue pasoxkellb
KOHQOIUKT;

2. Ynpaenan cBoew kmbeppenyTtaumen;

3. AHOHUMHOCTb B ceT MHUMas. CyLLecTBYIOT Cnocobbl BbISCHUTb, KTO CTOUT 3@ aHOHUMHbBIM akkayHTOM;

4. He cTonT BeCTM XynuraHckuin obpas BUPTYyanbHOW XU3HW. VIHTepHET buKCUpyeT BCe TBOU AEWCTBUS U COXpaHSAET UX.
Ypanutb nx 6yaet KpanHe 3aTpyaAHUTENbHO;

5. Cobniogar cBo BUPTYyarnbHYO YeCTb CMOMOAY;

6. WrHopupyh eauHudHbln HeratvB. OpHOpasoBble OCKOPOUTENbHblE COOOLWEHUA nydwe urHopmpoBaTb. OB6bIYHO
arpeccusi npekpallaeTcs Ha HayanbHoOW cTaguu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOOLLEHMAMU, B COLMANbHbIX CETSX €CTb BO3MOXHOCTb
GrOKMPOBKM OTMNPaBKN COOBLLEHUI C onpeerneHHbIX aapecos;

8. Ecnn Tbl cBupgetenb kubepbynnuHra. TBouM OeNCTBULA: BbICTYNUTbL NPOTMB NpecrneaoBaTtens, nokasatb emMy, 4YTO ero
OeNCTBNS OLeHMBAOTCA HEraTMBHO, NoadepXaTh XepTBY, KOTOPOWN HY>KHa MCUXOornyeckasl NomoLlb, CooBLWNTbL B3pOCHbLIM O
dakTe arpeccuMBHOro NoBeaeHUs B CETU.

MoOGunbHbIN TenecoH

CoBpeMeHHble CMapTdOHbl M NMNaHwWeTbl codepxaT B cebe BMonHe B3POCNbI (PYHKLUMOHAM, U Tenepb OHW MOryT
KOHKypupoBaTb CO CTauMOHapHbIMU KoMnbtoTepamu. OgHako, cpeacTB 3almThl Ans NoA06HbBIX YCTPOWCTB MOKa OYeHb Marno.
TecTupoBaHue 1 NOUCK YA3BUMOCTEMN B HUX NMPOUCXOAMUT HE Tak UHTEHCUBHO, kak ans MK, To e camoe kacaeTcs 1 MOBUMNbHbIX
NPUNOXEHUN.

CoBpeMeHHble MObBunbHble 6paysepbl yXe npakTUYecku [AOrHanM HacTofbHble aHanoru, OAHaKo paclinpeHue
dyHKLUMOHanNa BrneyeT 3a cobomn 60MbLUYI0 CAOXHOCTb Y MEHbLUYIO 3aLUULLEHHOCTb.

[aneko He Bce Npon3BOAMTENM BbiNycKaloT OOHOBMEHUS, 3aKpbiBaloLLUeE KPUTUYECKUE YS3BMMOCTU AN CBOUX YCTPONCTB.

OcHoBHble coBeTbl Ans 6esonacHOCTM MOBUNbHOro TenedoHa:

Huyero He sBnseTca no-Hactosiemy 6GecnnaTtHbeiM. Byab ocTtopoxeH, Beab korgja Tebe npeanaratloT GecnnaTtHbIn
KOHTEHT, B HEM MOTYT BbITb CKPbITbI KaKMe-TO NnaTHble YCryriu;

Lymai, npexge yem otnpaBuTb SMS, 0TO nnm BUAEO. Thl TOYHO 3HaELWb, rae oHM 6yayT B KOHEYHOM UTOre?

Heobxoanmo o6HOBNATL ONepaLMOHHY CUCTEMY TBOErO CMapTdIOHa;

Mcnonb3yi aHTMBMPYCHbIE NporpamMmmbl 4151 MOBUMbHBIX TeNedoHOB;

He 3arpyxail nNpunoxeHuss OoT HEW3BECTHONO MCTOMHWKA, Bedb OHW MOryT cofepxaTb BpegoHOCHOEe MporpammMHoe
obecneyeHue;

Mocne TOro Kak Thbl BblAeLb C canTa, rae BBOAMI NUYHYIO MHOpMaLuio, 3ainam B HacTpoku 6paysepa n yganu cookies;

Mepuoanyeckn npoBepsn, Kakne nnaTHble YCNyrn akTMBUPOBaHbI HA TBOEM HOMEDE;

[asaw cBoi HoMep MOBULHOro TenedoHa TONbKO MAAM, KOTOPbIX Thl 3HaeLLb 1 KOMY AoBepsiellb;

Bluetooth gomxkeH GbITb BbIKMOYEH, KOrga Tbl UM He Nonb3yellbes. He 3abbiBan nHorga npoBepsaTh 3TO.

Online urpbl

CoBpeMeHHble OHNaWH-Urpbl - 3TO KPacoYHble, 3axBaTbiBalOLLMeE pasBrievyeHnsi, 06beAMHAIOLLNE COTHWN ThiCAY YenoBek Mo
BCeMy Mupy. Urpokun uccrnenyroT AaHHbIA UM MUP, OBLLaoTCa ApYr € APYrOM, BbIMOMHAKT 3a4aHus, cpaxatoTcs C MOHCTpamu
W nonyyatT onbIT. 3a yA0BOMNbLCTBME OHW MNNATAT: MOKyNalT AMCK, onnadvBaloT aboHeMeHT unu npuobpeTtaroT Kakue-To
onuuu.
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Bce atu cpenctBa uayT Ha nopaepxaHve M pasBuUTME UIpbl, a Takke Ha caMy 6e30macHOCTb: COBEPLUEHCTBYHOTCS
CMUCTEMbI aBTOpPM3aLMW, BbIMYCKAOTCA HOBble MNaTyn (UMdPOBbLIE 3annatky AN NporpaMm), 3akpbiBalOTCA YS3BMMOCTM
cepBepoB.

B nogoGHbIX urpax CTOMT onacaTbCs He CTOMbKO CBOMX COMEPHMKOB, CKOMbKO KpakM TBOEro Maporsl, Ha KOTOPOM
OCHOBaHa cMcTeMa aBTopu3aumm 6onbLIMHCTBA UTp.

OcHoBHble coBeTbl M0 6e30nacHOCTM TBOETO UIPOBOTO aKkkayHTa:

1. Ecnu gpyron urpok BegeT cebsl Nnoxo unv co3gaeT Tebe HeNpUsSITHOCTH, 3aBGTOKMPYIA ero B CNINCKE UIPOKOB;

2. Moxanywca agMvHUCTpaTopaM WIPpbl Ha MNMOXOe MOBEAEHUE JTOr0 Wrpoka, >KenaTernbHO MPUIIOKUTbL Kakne-To
JoKasaTenbCcTBa B BUOE CKPUHOB;

3. He ykasbiBar nMyHyto nHcdopmaLmio B npodhanne urpbi;

4. YBaxaw OpyrMx y4acTHUKOB MO Urpe;

5. He ycTtaHaBnuBan HeoduLmanbHble NaTyn u Moabl;

6. Vicnonb3yi cnoxHble U pa3Hble Naponu;

7. [Jaxe BO BpeMsi Urpbl HE CTOUT OTKMOYaTb aHTUBUPYC. MNoka Thbl UrpaeLlb, TBOW KOMMLIOTEP MOTYT 3apa3suThb.

DULINHT K Kpaxka NUYHbIX OaHHbIX

OOGbIYHOW Kpakewh AeHer U [OKYMEHTOB CErOOHsI YXX€ HUKOTO He YAMBULLBL, HO C PasBUTMEM WHTEPHET-TEXHOMOIUIA
3110YMbILLNEHHUKN NEPEMECTUNNCH B UHTEPHET, Y NPOAOIMKAT 3aHMMaTbCs "NiobumbiM" 4enom.

Tak nosiBMNacb HoBasi yrpo3a: MHTEPHET-MOLLIEHHNYECTBA WUIMN (OULLIMHT, TNaBHas Lefb KOTOPOro COCTOUT B MONyYeHUM
KOHGMAEHUNanNbHbIX 4aHHbIX NOfb30oBaTENeN - IOTMHOB 1 naponen. Ha aHrnuinckom asbike phishing untaetca kak uwmHr (ot
fishing - pbibHas nosns, password - naporb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULINHIOM:

1. Cnegn 3a cBouMm akkayHTOM. Ecnm Tbl nopgospeBaellb, YTO TBOS aHkeTa Obina B3fnoMaHa, TO HeobXxoauMmo
3abnokMpoBaTh ee U CooBLLMTEL afMUHUCTPaTopam pecypca 06 3TOM Kak MOXHO CKOpEE;

2. Ncnonbayn 6e3onacHble BeE6-caiTbl, B TOM YUCHE, UHTEPHET-MarasnHOB U MOUCKOBbLIX CUCTEM;

3. Ucnonbayit cnoxHble 1 pasHble naponu. Takum o6pasom, ecnv Tebsi B3nomaroT, TO 3M0oyMbILLNEHHUKU NoyYaT JOCTyn
TONbKO K OQHOMY TBOEMY Npodusto B CETU, a HE KO BCEM;

4. Ecnn Tebsa Banomanu, To Heob6xoAMMO NpeaynpeauTb BCEX CBOUX 3HAKOMBbIX, KOTopble Job6aBneHbl y Tebs B Apy3bsix, O
TOM, 4YTO T€DS B3romarnu 1, BO3MOXHO, OT TBOEro MMeHM ByaeT paccbinaTbes Cnam U CCbINKU Ha (ULLMHIOBLIE CalThbl;

5. YcTtaHoBu HagexHbi naponb (PIN) Ha MobunbHbIn TenedoH;

6. OTkNtoYM coxpaHeHue napons B 6paysepe;

7. He oTkpbiBaw caiinbl v Apyrue BRNOXeHUS B MUCbMaXx, AaxXe ecny OHWU NpULu OT TBOWX Apy3eW. Jlydlle YyTOYHN Y HUX,
oTnpaBnsany N1 oHn Tebe aTn hannel.

LUuncpoBas penytauus

LindbpoBasi penyTtauusi - 3TO HeratMBHasi WnyM nNo3uTMBHas uHdopmauuss B cetu o Tebe. KomnpomeTupytowas
nHopMaLmMs, pasmeLleHHas B MHTEPHETE, MOXET Cepbe3HbiM 06pa3oM OTpasuTbCs Ha TBOEW pearnbHow Xu3Hu. "Lindpposas
penytaums" - 3T0 TBON MMNOK, KOTOPbIN hopMupyeTcst 3 Hcpopmaumm o Tebe B MHTEpHETE.

TBOE MEeCTO XuUTenbCTBa, y4ebbl, TBOe (hMHAHCOBOE NONOXEHUE, 0COBEHHOCTM XapaKTepa 1 pacckasbl 0 6IM3KMX - BCe 3TO
HakannueaeTcs B CETW.

MHorve nogpocTKM NErkoMbICIIEHHO OTHOCATCA K nybnukauMu nuyHon uHdopmauum B WHTepHeTe, He MoHWMas
BO3MOXHbIX MOCneAcTBUA. Tbl Aaxe He CMOXellb [orafaTtbcsl O TOM, YTo doTorpadusi, pasmelleHHas 5 net Hasag, ctana
NPUYNHON OTKa3a NpuHATL Tebsi Ha paboTy.

KommeHTapum, pa3melleHne tBoux cpoTorpachmini u apyrme OenNCTBUS MOTYT HE MCYE3HYTb Aaxe Mocre Toro, kak Tbl UX
yaanuwe. Tbl He 3HaeLlb, KTO COXpaHun 3Ty MHopMaumio, nonasna fvM oHa B MOWCKOBbIE CUCTEMbI U COXPaHWUMAch NN OHa, a
rMaBHoOe: YTO nogymatoT 0 Tebe okpyxatoLime nioau, KoTopble HaNaYT U yBUAAT 3T0. HanTn nHdopmaumo MHOro neT crnycTs
CMOXET NoBoW - kak 13 [obpbIX NOBYXOEHUIA, TaK U C HAMEPEHNEM MPUYNHUTL BPeL,. DTO MOXKET ObITb KTO YrogHO.

OcHoBHble COBEThI MO 3aLMTe UMPOBON penyTauum:

1. Mogymain, npexae Yem 4YTo-TO Ny6nMKoBaThb U NepenasaTthb y cebs B Griore unv B coumanbHom cetu;

2. B HacTpolikax npodwuns yCTaHOBU OrpaHuW4eHusi Ha NPOCMOTP TBOEro Npochurns U ero CoaepXUMoro, caernam ero
TOonbKO "gns gpysen”;

3. He pasmeluain n He ykasbiBan MHOpMaLMIO, KOTOpas MOXET KOro-nmbo ockopbnaTe nnm obuxaTb.

ABTOpCKOE npaBo

CoBpeMeHHble LUKOMbHUKK - aKTUMBHblE Monb3oBaTtenu LudpoBoro npoctpaHcTea. OgHako Aaneko He Bce 3HatoT, YTo
Nonb3oBaHME MHOMMMW BO3MOXHOCTAMU LicppoBoro Mupa TpebyeT cobnioieHns npas Ha MHTENNEeKTyanbHyt COOCTBEHHOCTb.

TepMUH "MHTENNekTyanbHas cobCTBEHHOCTL" OTHOCUTCS K pa3fnMyHbIM TBOPEHUSIM YEIOBEYECKOrO YMa, HAa4YMHast C HOBbIX
n3obpeTeHnii M 3HakoB, 0603HaYalOLWMX COBCTBEHHOCTL Ha MPOAYKTbI M YCNyrM, U 3akaHuuBasi kHuramu, cpotorpacdmamu,
KMHOOUMbMamMu U My3blKarnbHbIMU MPOU3BEAEHUSIMU.

ABTOpCKME MpaBa - 3TO NpaBa Ha UHTENNEKTyanbHy0 COGCTBEHHOCTb Ha NPOU3BEAEHMS HAyKW, NMUTEpaTypbl U UCKYCCTBa.
ABTOpCKME MpaBa BbICTYNalOT B KA4YeCTBE rapaHTUM TOro, YTO MWHTENNEKTyanbHbIA/TBOPYECKUA Tpyd aBTopa He Oyaet
HanpacHbIM, JacT emMy ChpaBefnvBble BO3MOXHOCTU 3apaboTaTb Ha pesynbraTtax CBOero Tpyaa, NonyyYnTb U3BECTHOCTb U
npusHaHue. Hukto 6e3 paspelleHuss aBTopa He MOXET BOCMPOU3BOAMTbL €ro Mpov3BedeHWe, pacnpocTpaHaTb, Ny6nM4Ho
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OEeMOHCTpupoBaTb, NpogaBaTb, MMNOPTUPOBATL, NyCKaTb B MNpoOKaT, I'Iy6J'II/I‘-IHO NUCMNONHATb, NnokasblBaTb/UCNONMHATL B 3d3v|pe
nnun pasmMmelliaTtb B MHTepHeTe.

Mcnonb3oBaHue "I'Il/IpaTCKOI'O'I nporpamMmmHoro obecneyeHnss MoxeTt npmBecTn K MHOIMM pUCKaM: OT NMOTepu AaHHbIX K
TBOMM aKKayHTam 0 6J'IOKI/IpOBKVI TBOEro yCTpOﬂCTBa, rae ycrtaHoBlleHa HenerarnbHaa nporpamMmma. He ctouT Takke 336bIBaTb,
YTO CYLLEeCTBYIOT NneranbHblie U OecnnaTHble nporpamMmbl, KOTOpble MOXHO HanTU B CETW.

O noprane

CeTeBM‘-IOK.p(*) - TBOW [NaBHbIA COBETYMK B CETWU. 3,CI,er Tbl MOXellb y3HaTb O 0e30nacHOCTU B CETU MOHSATHbIM U
OOCTYMNHbIM A3blKOM, a NMpu BO3HUKHOBEHUUN KpVITMLIeCKOﬁ cuTyauunmn 06paTMTbCF| 3a coBeToM. A Takke NPUHATL y4acTne B
KOHKypCax 1 cTaTb CamMmbIM LMAPOBbLIM rpaxgaHnHOM!

MpunoxexHue N 3

NAMATKA ONA POAUTENEN O MH®OPMALIMOHHOW BE3OMNACHOCTU OETEN

Onpepenenne TepMmuHa "MHopMaumnoHHas Ge3onacHocTb AeTen” copoepxutca B PenepanbHom 3akoHe N 436-03 "O
3almTe geten ot nHdopmaumnu, NpUYNHAIOWEN Bped UX 340POBbI0 M PasBUTUIO", PerynmpyroLwmMM OTHOLIEHUS, CBA3aHHbIE C
3alMTON JeTen OT UWHGOopMaLMK, MPUYMHSIIOLLEA Bped WX 300POBbK U (Mnu) pas3BuTuio. CormacHo AaHHOMY 3aKOHY
"MHopMaLMoHHasa 6e3onacHOCTb AeTen" - 3TO COCTOSHME 3alUMLLEHHOCTU, NPU KOTOPOM OTCYTCTBYET PUCK, CBA3AHHBIA C
npuyMHeHVeM WHdOpMauMen Bpeda WX 300pOBbHO U (MNK) pM3NMYECKOMY, NCUXMYECKOMY, OYXOBHOMY, HPaBCTBEHHOMY
pasBuUTUIO.

B cuny ®enepanbHoro 3akoHa N 436-®3 uvHgopmaumern, NpUUUHSIOWENR Bped 300POBbHO U (MNM) pasBUTUIO JeTen,
ABMNSIETCS:

1. HopMaLms, 3anpeLLeHHas aAng pacnpocTpaHeHus cpeau geten;

2. HopmMaums, pacnpocTpaHeHUe KOTOPOW OrpaHMYeHo cpean aeten onpeaeneHHbIX BO3pacTHbIX KaTeropumn.

3. K uHopmaumm, 3anpeLLeHHon ang pacnpocTpaHeHns cpean aeten, OTHOCUTCA:

4. nudhopmauus, nobyxaaroLLasa geTen K COBEPLUEHNIO AENCTBUIN, NPEACTABMASIOWMX YrPO3Y UX XU3HU U (UNKU) 340POBbIO,
B T.4. NPUYMHEHNIO Bpeaa CBOEMY 300pPOBbI0, CamMoybuiicTBy;

5. cnocoBGHOCTb BbI3BaTb Yy [AETEeN XenaHue YMNoTpebuTb HapKOTUYEeCKMe CpeacTBa, MCUXOTPOMHbIE U (MIu)
ofypMaHuBatoLLme BellecTBa, TabayHble M3Oenusi, ankorofibHyK U CIUPTOCOAEPXKallyl MpoAyKUMIO, MMBO M HanUTKK,
N3roTaBNMBaEMbIE Ha €ro OCHOBE; NMPUHATb y4acTue B a3apTHbIX Urpax, 3aHMMaTbCst NPOCTUTYLUMEN, OPOASIKHNYECTBOM UM
nonpoLaikHN4eCTBOM;

6. obocHOBbIBaKLas wWNyM onpasBAbiBalollas AONYCTUMOCTb Hacunmst U (MnuM) >KecTtokocTn nnbo nobyxparoLas
OCYLLECTBMATb HACUMBLCTBEHHbIE AEACTBUS MO OTHOLLIEHUIO K NIOASIM U XKUBOTHbBIM;

7. oTpuuarwLlasi ceMenHble LIEHHOCTU U hopMUpYIOLLLAst HEYBaXEHWE K POAUTENSAM U (UNnN) OPYTMM YNieHaM CEMbMY;

8. onpaegbiBatoLasa NpoTMBONPaBHoOe NoBeaeHue;

9. copgepxallas HeLeH3ypHyto 6paHb;

10. cogepxaliast MHdopmMauunio NopHorpadn4ecKoro xapakrepa.

K uHopmaumm, pacnpoctpaHeHe KOTOPON OrpaHUYEHO cpean AeTern onpeaeneHHoro Bo3pacrta, OTHOCUTCA:

1. HpopMaUuwus, NpeacTaBnsieMas B BUae N3obpaxeHust Nnm onucaHus XeCcToKoCTU, U3NYECKoro 1 (Unu) NCUXmMYeckoro
Hacunus, NPeCTYNNEHUS U MHOTO aHTUOBLLLECTBEHHOTO AENCTBUS;

2. BbI3blBaWLLAsa y AeTen CTpax, ykac UnuM naHuKy, B T.4. MpefcTaBnsiemMas B BuAe U300paXeHUs unm onvcaHus B
YHDKAOLLEN 4ernoBeyeckoe OOCTOMHCTBO (POPME HEHACUNbCTBEHHOW CMepTu, 3aboneBaHusi, CaMOyOUINCTBA, HECHACTHOro
cnyyasi, aBapum unu katactpodbl 1 (UNK) Ux NOCNEeLACTBUN;

3. npeacTaBnsiemMas B BUe M300paxKeHus UM onMcaHus NoroBbIX OTHOLUEHUI MEXAY MY>XHMHOM U XEHLLNHON;

4. conepallasi bpaHHbIe CrOBa U BbIPAXEHWs!, HE OTHOCSLLMECS K HELIeH3YpHOI BpaHu.

C y4yetom atoro Bam npepnaratotcsi npaBuna pabotbl B cetv WHTepHeT Ansd pasnuuHbIX BO3PaCTHbIX KaTeropum,
cobrntogeHre KOTopbIX MO3BONMUT obecnevnTs MHPOPMALIMOHHY 6€30MacHOCTb BalLMX AETEN.

O6wume npaBuna gnsa poaurenen

1. HesaBucuMMo OT Bo3pacta pebeHka ucrnonb3ynWTe nporpaMMHoe obecrneveHne, nomorawllee GUNLTpoBaTbh WU
KOHTpOnuMpoBaTb MH(OPMaUUO, HO He MonaravTecb MOMHOCTbI Ha Hero. Bawe BHMMaHue Kk pebeHKy - rmaBHbI MeTos
3alnThI.

2. Ecnun Baw pebeHok MMeeT akkayHT Ha OAHOM M3 coumanbHbiXx cepBucoB (LivedJournal, blogs.mail.ru, vkontakte.ru u
T.N.), BHUMATENbHO W3Y4YUTE, KaKyld WHGOPMALMIO MOMELLAT €ro y4acTHUMKM B CBOMX Npodunsx u Onorax, BKIoyas
doTorpaduun n BMaEO.

3. MNpoBepbTe, C KAaKMMK OpYrMMK carlTaMy CBsi3aH couumarnbHbi cepBuc Balero pebeHka. CTpaHuykm Bawero pebeHka
MOryT ObITb 6e30NacHbIMU, HO MOTYT U COAEPXaTb CChINKA Ha HeXernaTernbHble U OnacHble CanTbl (HanpuMep, MOPHOCaNT, U1
CalT, Ha KOTOPOM ApPYr YyNOMMHAET HOMEpP COTOBOro TenedoHa Bawero pebeHka nnv Baw gomaluHmii agpec).

4. Moowpsrte Bawmux getern coobwartb 060 BCeM CTPaHHOM UMM OTTarNKMBAlOLLEM U He CIULLIKOM OCTPO pearupynre,
KOra OHM 3TO AenatoT (M3-3a ornaceHust NOTepATb AOCTYN K VIHTEpHETY OeTu He ToBOPAT poauTensam o npobrnemax, a Takke
MOTyT Ha4yaTb UCMNONb30BaTb VIHTEPHET BHE AOMA W LUKOIbI).

5. Byoere B Kypce ceTeBOM u3HM Bawero pebeHka. VHTepecywTecb, KTO WX Opy3bs B VIHTEpPHET Tak Xe, Kak
WHTEepecyeTech peanbHbIMU APY3bsMU.
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BospacTt ot 7 oo 8 ner

B WHTepHeTe pebeHoKk cTapaeTcsi NOCETUTb Te€ UMW MHblE CalTbl, @ BO3MOXHO W 4aTbl, pa3pelleHne Ha nocelieHne
KOTOpbIX OH He nonydun 6bl oT poautenei. oatomy poauTensm OcCoBeHHO MonesHbl OyayT Te OTyeTbl, KOTOpble
npefocTaBnsATCs NporpaMMamMu Nno OrpaHUYeHU0 NCnonb3oBaHust MHTepHeTa, T.e. PoanTenbCckuii KOHTPOMb UK TO, YTO Bbl
CMOXeTe yBMOETb BO BPEMEHHbIX dharnax. B pesynerate, y pebeHka He ByaeT olyLeHns, YTO 32 HUM BeAeTCs NOCTOSAHHbIN
KOHTPOIb, OAHaKo, poautenu ByayT no-npexHeMy 3HaTb, Kakve canTbl nocelwjaeT ux pebeHok. [leTn B AaHHOM Bo3pacTe
obnafatoT cunbHbIM YyBCTBOM CEMbW, OHU LOBEPYMBLI MU HE COMHeBaloTCcsl B aBTopuTeTax. OHM nbAT urpaTe B ceTeBble
Urpbl U NyTellecTBoBaTb NO VIHTEPHETY, UCNOMb3ys 3NEKTPOHHYIO NOYTY, 3aX0OAUTb Ha CalThbl U YaTbl, HE PEKOMEHAOBaHHbIE
poAUTENSMU.

CoBeTbl N0 Be3onacHoOCTU B ceTu VIHTepHeT ansa aeten 7-8 net

1. Co3gaiiTe CNMCOK JOMaLLHWUX NpaBun nocelleHus VIHTepHeTa npu ydactum geten u Tpebyiite ero BbINOMHEHUS.

2. TpebyniTe ot Bawero pebeHka cobntogeHnsi BpEMEHHbIX HOPM HaxXOXAEeHMS 3a KOMMNbIOTEPOM. [okaxuTe pebeHKy, YTo
Bbl HabnogaeTe 3a HAM He MoToMy YTo Bam 3aTo xo4etcsi, a noToMy 4YTo Bbl Gecnokoutecb 0 ero 6e3onacHocTy U Bcerga
roTOBbl €MY MOMOYb.

3. KomnbtoTep ¢ nogkntoveHnem k IHTEpHETY JOMmKeH HaxoanTbesi B 0bLLel KOMHATe NoA NPUCMOTPOM poauTenen.

4. Vicnonbayinte cneuunanbHbie OeTCKUE NMOUCKOBbIE MaLUMHBI.

5. Vicnonb3ywTte cpeacTtBa GNOKMPOBaHUSI HeXXenaTenbHOro KOHTEHTA Kak OOMOSIHEHVE K cTaHAapTHOMY Poautenbckomy
KOHTPOTIO.

6. Co3pavite ceMeWiHbIN ANEKTPOHHbLIN AWK, YTOObI HE NO3BONUTL AETAM UMETb COOCTBEHHbIE agpeca.

7. BnokvpywTe goctyn Kk cantam ¢ 6ecnnaTHbIMUA NOYTOBLIMU SILLIMKAMU C MOMOLLbIO COOTBETCTBYHOLLETO NPOrpaMMHOro
obecneyeHus.

8. Mpuyunte petewn copeToBaThCa ¢ Bamu nepen onybnukoBaHveM kakon-nmbo MHdopMaumum cpeacTBamy SreKTPOHHOM
NOYTbl, HAaTOB, PEFUCTPALMOHHBLIX (POPM U NpoUnen.

9. Hayunte peteit He 3arpyxaTb haiinbl, nporpaMmmbl U My3biky 6e3 Ballero cornacusi.

10. He paspeluaiite getam ncnonb3oBaTtb CnyX6bl MTHOBEHHOrO o6MeHa COOBLLIEHNSIMM.

11. B "GenbI" cnMcok CanToB, pa3peLLeHHbIX A1 NOCELLEHNS, BHOCUTE TOMbKO CalThl C XOPOLUEN penyTaumnen.

12. He 3abbiBante 6ecenoBatb ¢ AeTbMu 00 X Opy3bsax B MHTepHeTe, kak ecnn Obl peyb Lna o Apy3bsax B pearibHoOWn
KM3HU.

13. He penante "taby" n3 BONPOCOB MOMOBOW >XW3HW, TaKk Kak B WHTepHeTe OeTU MOryT ferko HaTKHYTbCA Ha
nopHorpacmo unu cantbl "anga B3pocrnbIx”.

14. MNpuy4dnTte Bawero pebeHka coobLiaTte Bam 0 NobbIX yrpo3ax unm Tpeeorax, cBsasaHHbIX ¢ MHTepHeToM. OcTaBavitech
CMOKOMHBIMU U HANOMHUTE AETsIM, YTO OHM B 6€30MacHOCTU, eCcn cCaMu pacckasanu BaM O CBOWX TpeBorax. [loxeBanuTe unx u
NOCOBETYWTE NOAONTM eLle pa3 B NOJOBHLIX criyyasix.

BospacT peteit ot 9 oo 12 net

B paHHOM Bo3pacTe OeTW, kak MpaBuWIlO, YXe HachbiwaHbl O TOM, kakasi MHdopmaums cyuiecTsyeT B VHTepHeTe.
CoBepLUEHHO HOPMArbHO, YTO OHW XOTSAT 3TO YBWUAETb, MPOYECTb, yCrblwaTb. [1pM 3TOM HYXXHO MOMHUTb, YTO OOCTYN K
HexxenaTenbHbIM MaTepuanam MOXHO Nerko 3abnokMpoBaTh Npu NOMOLLM cpeacTB PoauTensckoro KOHTPOons.

CoBeTbl N0 6e3onacHocTu Ans aeten ot 9 o 12 net

1. Co3gawiTe CNMCOK JOMaLLHWNX NpaBun noceleHnst VIHTepHeT npu yyactum geTen n Tpebynte ero BbINOMHEHUS.

2. TpebynTte ot Bawero pebeHka cobnogeHns HOpM HaXOXOEHUSA 32 KOMMbIOTEPOM.

3. HabnoganTe 3a pebeHkoM npu paboTe 3a KOMMNbIOTEPOM, NOKaXnTe eMy, YTo Bbl 6ecnokontech 0 ero 6e3onacHoCcTu 1
BCera rotoBbl OKa3aTb eMy MOMOLLb.

4. KoMnbtoTep ¢ NoaknoyeHneM B VIHTEPHET AOMKEH HAaXoaUTLCst B 06OLLEe KOMHATE Nog NPUCMOTPOM poauTenen.

5. Vicnonb3ywTte cpeacTtBa GNOKMPOBaHUSI HEXXenaTenbHOro KOHTEHTA Kak OOMOSIHEHVE K cTaHAapTHOMY Poautenbckomy
KOHTPOTIO.

6. He 3abbiBaiTe npuHUMaTb HENOCPEACTBEHHOE y4yacTue B XWU3HW pebeHka, GecegoBatb ¢ AeTbMU 006 MX Opy3bsx B
WHTepHeTe.

7. HactauBaiiTte, 4Tobbl AETU HUKOTAA HE COrnallanmcb Ha NMUYHbIE BCTPEYM C ApYy3bsMU No VIHTEpHeTY.

8. MNMos3Bonante AeTam 3axo4uTb TONMLKO HA canTbl U3 "6enoro” cnucka, KOTOpbIN Co3aanTe BMECTE C HUMMW.

9. lMNpuyunTe peten HuUkorga He BbiAaBaTb JIMYHYK WMHOPMALMIO CPEeACTBaMU 3MEKTPOHHOM MOYTbI, 4AaTOB, CUCTEM
MFHOBEHHOrO OBMeHa COOOLLEHUSMU, PErMCTPaLMOHHBLIX (OPM, NINYHBLIX MPOUNEN U NpU PerncTpauum Ha KOHKYpCbl B
WHTepHeTe.

10. MNpuydnte geten He 3arpyxaTb nporpammbl 6e3 Bawero paspeleHus. OGBbACHUTE MM, YTO OHWM MOTYT CIyYanmHO
3arpy3nTb BUPYCbl UNW ApYroe HexenaTenbHoe NporpammHoe obecneveHme.

11. Co3pavite Bawemy pebeHky orpaHMYeHHYI0 YY4ETHYIO 3anucb s paboTbl Ha KOMNbIOTEPE.

12. Mpuyunte Bawero pebeHka coobliatb Bam 0 ntobbix yrpo3ax unu TpesBorax, cBA3aHHbIX ¢ VIHTepHeToM. HanomHute
OETSM, 4YTO OHM B 6€30MacHOCTM, ECNM caMu pacckasanv BaM O CBOMX TPEBOrax MU onaceHusix.

13. PacckaxunTe geTtam o nopHorpadumn B IHTepHeTe.

14. HactanBainTe Ha TOM, 4TOObI JETW NPELOCTaBNSNN BaM OOCTYN K CBOEW 3NMEKTPOHHOWM noyTe, 4Tobbl Bbl yoeannuce,
YTO OHU He OBLLalTCA C HE3HAKOMLLAMM.

[okymeHT coxpaHeH ¢ noptana docs.cntd.ru — anekTpoHHoro oHaa us 6onee 25 000 000 HopMaTMBHO-NPABOBLIX Y HOPMATUBHO-TEXHUYECKUX
[OKYMEHTOB


http://docs.cntd.ru/

O HanpasneHun nHgpopmMauum Crtpanunua 11
lMucbemo MuHucmepcmea obpa3osaHusi u Hayku Poccutickoll ®edepayuu om 14 masi 2018 e. Ne 08-1184

15. O6bACHUTE AETSM, YTO HeMb3s UCNOMb30BaTb CETb A1 XyNUraHcTBa, pacrnpoCTpaHeHWs! CNETEH UK Yrpos.

BospacT peteit ot 13 oo 17 net

B atom BO3pacTe NMOOPOCTKM aKTUBHO WUCMOSNb3YIOT MOWCKOBbIE MALLWHBI, NOMb3YHTCA 3MEKTPOHHOW MOYTON, Criyxbamm
MFHOBEHHOro obMeHa COOOLLEeHUsIMU, CKauMBaloT My3blKy M unbMbl. Manbuukam B 9TOM BospacTe 6ornblue Mo Hpasy
cMeTaTb BCE OrpaHUYeHUsl, OHW XaxayT rpyboro toMopa, asapTHbIX Urp, KAapTUHOK "Ans B3pocnbix". [eBoyku npegnoynTaoT
obLaTbcs B YaTax, Npy 3TOM OHM ropa3fo 6onee YyBCTBUTENbHbI K CEKCyarnbHbIM JoMoraTenscteam B VIHTepHeTe.

3avacTyto B JaHHOM BO3pacTe POAUTENSIM yXe BECbMa CIIOXHO KOHTPONMPOBaTb CBOWX AETEN, Tak Kak 06 IHTepHeTe oHM
yXKe 3HalT 3HauuTenbHO Gonblue CBOMX poauTenen. Tem He MeHee, He OTnyckanWTe geten B "cBoboaHoe nnaBaHue" no
WHTepHeTy. CTapantecb akTMBHO y4acTBOBaTb B 06LieHUn pebeHka B HTepHeTe.

BaxHo no-npexHemy cTporo cobniogate npasuna VHTepHeT-6e30nacHOCTY - cornalleHne Mexay poavTensamm n 4eTbMu.
Kpome Toro, Heo6xooMMo kak MOXHO 4allle NpocMaTpuBaTb OTYETLI O AesiTenbHOCTU aeTel B MIHTepHeTe. CnepyeT o6patutb
BHMMaHWe Ha HeobXoouMOCTb codepXKaHusi POAMTENbCKUX Naponein (naponen agMUHUCTPATOPOB) B CTPOTOM CeKpeTe W
06paTNTb BHUMAHUE Ha CTPOroCTb 3TUX Maporew.

CoBeTbl N0 6e3onacHoCTM B 3TOM Bo3pacTte oT 13 oo 17 net

1. Co3pgaiiTe CNMCOK AOMALLHWX NpaBui NocelleHns VIHTepHeTa nNpu y4actum nogpocTkoB U TpebyiTe 6e3yCcrnoBHOro ero
BbinonHeHnsi. ObroBopute ¢ pebeHKoOM CnMCOK 3anpeLleHHbIX canToB ("4epHbIn cnucok"), Yacbl paboTbl B UHTepHeTe,
PYyKOBOACTBO MO 00LeHnto B VIHTepHeTe (B TOM YMcrie B 4YaTtax).

2. KoMnbtoTep ¢ NoaknoyYeHnem K cetv MIHTEpHET J0MmKeH HaxoanTbes B obLier KomHaTe.

3. He 3abbiBaniTe GeceqoBaTth € 4eTbMU 06 NX APY3bsix B VIHTEPHETE, O TOM, YEM OHU 3aHATbI Takum obpasom, ByaTo peyb
naeT o Opy3bsix B peanbHoM xu3Hu. CnpalumBanTte o Noasx, ¢ KOTOpbIMK AeTh obLalnTcst NocpeacTBOM Cry6 MrHOBEHHOrO
obMeHa coobLeHnsamMun, YTobbl ybeanTbes, YTO 3TU NN UM 3HAKOMBbI.

4. Ncnonb3ynte cpeactea BrokMpoBaHUs HeXenaTernbHOro KOHTEHTa Kak JOMOSIHEHME K cTaHAapTHOMY Poautenbckomy
KOHTPOTIO.

5. Heobxogumo 3HaTb, kKakumu 4aTamu nonb3ytoTcs Baww getu. MoowpsinTe ncnonb3oBaHne MOOEPUPYEMbIX HaTOB U
HacTamBanTe, YTOObI AeTW He obLanvchb B NPYBaTHOM PeEXUME.

6. HactauBaiite Ha ToM, YTODObI eTU HUKOrAa He BCTPEYanuCh JIMYHO C APY3bsiMu U3 ceTu VHTepHeT.

7. MNpuyunTe Oeten He BblgaBaTb CBOK JMYHYIO MHAOPMaUMIO CPEACTBAMWU 3MIEKTPOHHOM MOYTbI, 4aTOB, CUCTEM
MFHOBEHHOrO OBMeHa COOOLLEHUSMU, PErMCTPaALMOHHBLIX (OPM, NINYHBLIX MPOUNEN U NpU PerncTpauum Ha KOHKYpCbl B
WHTepHeTe.

8. Mpuyunte peten He 3arpyxaTb nporpammbl 6e3 Bawero paspelieHus. OObACHUTE MM, YTO OHW MOTYT CryYanHo
3arpya3nTb BUPYCbl UNW ApYroe HexenaTenbHoe NporpammHoe obecneveHme.

9. MNpuyunTte Bawero pebeHka coobuiate Bam O fobbix yrpo3ax unu TpeBorax, CBsi3aHHbIX ¢ MHTepHeTOM. HanomHute
OETSM, 4TO OHM B 6e30nacHOCTM, ecnn camy pacckasanu Bam, O CBOWX yrpo3ax unu Tpesorax. [oxsanute ux n NocoBeTynTe
NoJoWTH eLlle pa3 B NOAOOHbIX Criydasx.

10. PacckaxuTte getsam o nopHorpagumn B MHTepHeTe. NMomorute mm 3awmMtuTbCsa OT cnama. Hayuute nogpoCcTkoB He
BbldaBaTb B VIHTEpHETE CBOEro peanbHOro areKTPOHHOIO ajpeca, He 0TBeYaTb Ha HexenaTerbHble NMCbMa U UCMoNb30BaThb
cneumnanbHble NOYTOBbIE (PUNBTPbI.

11. MNpuyumnTe cebsi 3HaKOMUTLCS C caTaMu, KOTOpPble NoCceLLalT NOAPOCTKMU.

12. Hayuute geTel yBaxaTtb OpyrMx B UHTepHeTe. Y6eauTech, YTO OHM 3HAIOT O TOM, YTO MpaBuia XOPOLLErO NOBEAEHUS
OENCTBYIOT Be3fe - faxe B BUPTyarbHOM MUpe.

13. O6bsACHUTE AETSIM, YTO HU B KOEM CIyvae Henb3sl ucrnonb3oBatb CeTb ANs XyNUraHCcTBa, pacnpoCcTpaHeHUsl CnneTeH
Unu yrpos Apyrum nogsm.

14. ObcyauTe c noapocTkamy NPoGnembl CETEBbLIX a3apTHBLIX UIP U X BO3MOXHBIA pUcK. HanomMHWTe, 4To AeTU HE MOTyT
urpaTtb B 3TV Urpbl COrMacHO 3aKoHY.

[MOCTOsIHHO  KOHTpONMPYWTE Ucnonb3oBaHue WIHTepHeTa Bawwnm pebeHkom! 3OTO He HapylleHne €ero JfM4YHOro
NpoCTpaHCTBa, @ Mepa NpefoCTOPOXHOCTY U NposiBrieHVe Baluen poaMTenbckon OTBETCTBEHHOCTU U 3a60Tb.

ONEeKTPOHHBIN TEKCT AOKYMEHTa

nogrotosneH AO "Kogekc" n ceepeH no:

paccbiika
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